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Introduction \ oS ¥ ﬂ

About Arabic script %

O alF -

= The 2"Y most widely used alphabetic writing system in the
world (used by more than 43 countries)

more than one billion potential users could be concerned in using
Arabic script domain names.

= Used by many languages such as: Arabic, Persian, Urdu,
Turkish, Kurdish, Pashto, Swahilj, ...

that may add or change characters to represent phonemes that do not
appear in Arabic phonology.

A new character usually created based on modifying the basic shape
of an existing Arabic character, for example, by adding more dots.

These additions have meaning to the new language but not to the
original language.

Therefore, many characters would easily be confused with some
other characters from other languages
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Introduction =
Unicode Arabic Block (5.1) .. i YR

Subtending marks

Radix symbols
Letterlike symbols
Punctuation

Currency Signs

Poetic marks

Honorifics

Koranic annotation signs
Based on ISO 8859-6

Addition for early Persian and
Azerbaijani

Points from ISO 8859-6
Combining Madah and Hamza

Ve S »'-".u‘.’ —

Other combining marks
Arabic-Indic digits
Archaic letters

Points

Extended Arabic letters

Extended Arabic letters for
Parkari

Eastern Arabic-Indic digits
Signs for Sindhi
Additions for Khowar
Additions for Torwali
Additions for Burushaski
Additions for early Persian

298 Code points
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Introduction =) 3

Arabic Script IDN Major Issues e

O Pr =

Acceptable/disallowed characters
— IDNA200x table (Pvalid /Disallowed /ContextO)
— Language tables
= Non-spacing Marks
— Subtending Marks (U+0600 - U+0603)
— Honorifics (U+0610 - U+0614)
— Koranic annotation signs (U+0615 - U+061A, U+06D6 - U+06ED)
— Points (U+064B - U+0652, U+0670)
— Combining Maddaa and Hamza (U+0653 - U+0655)
— Other combining Marks (U+0656 - U+065E)
* Confusing similar characters (e.g. variant tables)
= World/label separators (space, ZWN]J, ZW]J, hyphen)
» Bidirectional

* They are addressed at different levels:
— IDNA protocol level
— Registry level
— Application level

Sa



Introduction \ e
Registry Challenges! S

L S .-::i.f's =
Security issues (stability, trust,...) e.g. phishing

— They should be addresses at language level first
Not all Arabic-script languages are ready:

— Not widely/commonly used
— Language community are not ready

Hard to make decisions on behave of other language
communities

Pressure to start with ready languages

Many problems have been escalated from the protocol to
be handled by the registry (e.g. variants, bundling ..etc)

... and yet has to provide a simple and transparent
registration services
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ntroduction | = :
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Who is ready - »

* Some language communities are somehow ready
(alphabetical order):
— Arabic
— Jawi
— Pashto

— Persian
— Urdu
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Introduction

Main problem.: Security! - . . . T
input[0] = U+06a9 input[0] = U+0643
input[1] = U+0644 input[1] = U+0644
input[2] = U+06¢cc input[2] = U+0649
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|Arabic Label (U-Label) : L’JS

1 (Unicode (U+) : UH06CC | U+0644 | U+06A9

- |ASCII Label { A-Label) : xn——ghbSrwd.com

. | Bl gde wew Fpories Iock Hep '

Now see where this dom = ™ = A e
Wby the doniain nanee was regsiered _

1. To dhusirate that an IDH senpt-baced regsirabion (pamicularty with An ﬁl‘ﬂhlﬂ.‘r Lahﬂ]‘ {-U-Lahﬂl) - A

Z To enceurags e miemmehenal comumesnibes m prreral ared [angosge cm

welobiors be these kind of probiems

3 To spead up the process for coTLD IDET fst track wheee apch IDH © Uﬂiﬂﬂdﬂ {LI+} : I_T'I-ﬂl_':pil.s? U—l—nﬁdd? I_T-|—[}|349
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& pore
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Characteristics of A Des)’rea’ So/utib_ﬁ“ 3

" T dill o’ =

Based on standardized (or agreeable) policies and
procedures that are documented on RFC-like or
Best-Practice documents

Extendable to allow for adding new languages as
they become ready

Easy and fast to be deploy by any registry
Work for both ccTLDs and gTLDs
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Why we need this? “. x

* Optimized solution

— Only block domains that are really confusing to the end
users

= Simplify Registry operations
— Fast and accurate Whois service
— Simple registration & activation services

= Transparent to end users (registrant and
navigator)

— Keep it simple & similar to what they used to
= Automate expandability

— No need to meet and discuss the same issues again when
a new language is ready!
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Why we need this? =) s;

Example: Optimize the solution i

Tl . adeF =
= If some one want to register “_.a,a"

i 77

— Assuming there are 3 variants for the letter “ »

— There will be 16 possible ways to write it
* Only 4 of them may confuse the end users (25%)

— So why we block/bundle 75% not confusing domains?

BV BV- BY- BV SB BY- Y1

BV_RV- SYBN- Do BV-RV.-
SYRY- Do SV B EYBY

SLEY BV BT 30 2020
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¥ 1DN Registry Demo - Mozilla Firefox - O] =|
File  Edit “iew  History  Bookmarks Tools  Help
<.-E| - - @ ﬂll | L1 hkbp:ff1z27.0.0.1fidn-reg-svsfregister. php | - | [= ] "|G-:u:|gle |\ -+, ]

|

Registration Form

Saanudl GE‘J“‘S—

(demo) (=2529)
Invalid option (position) | Mixed of languages | | Can be enabled

Choose a Language MIPYIEN
Type a domain name | \ dia
TLD Ja.\

Clear puwe Search el \

Number of possible matches including requesk\d domaix

| (U+0629)5 | (U+0626)s| (U+064A)s | (U+0647)0\ el

Difficult (

| (U4+0629) (U+0626% < (U+064A) | (U+06BE)s ||  1Ea dim

" For “4x2” 16 out of 64 are confusing

(same results only 25% are really confusing)!!!




Why we need this? =) ¥
Simplify the registry operation T

O Pr =

= How to know if a domain name have an already
registered variant?

— Assuming we have define variants based on the inputs of
current 3 ready languages;

— There are 16,384 possible variants to write the domain
) laall oAy gy asy oA
— Are we going to store/bundle all of them?

— Dose the Whois function supposed to search in all
registered domains & all possible variants for each one of
them?

* Not possible: Time & Resource consuming!!!!

— Need alternative way to handle this issue (Master-Key)
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Why we need this? = %
Transparent for the End users ;o -

" T " i-a’:

* Do not annoy/confuse end users with
technical/special terms:

— Type & Exact Variants
— Register & Bundle & Activate

= Regular users should be able to register what he
can type using his keyboard

— Advance users may seek for other options/solutions to
fulfill their needs.

Sa



Why we need this? LB ¥
Automate expandability o e

e Y .-::i.f's =
= Extendibility against
— Adding new languages

— Updating existing language tables & variants lists
— Handling Unicode updates (e.g. Unicode 5.2)

= Define set of rules and algorithms that Registries
can use to operate TLD using Arabic Script

— Rules for storing some structures for backward
compatibly
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General overview

.-
11
ATTA

|

|

|

|

|

|

o . :
Registry functions

(Whois + Register + Activate)

Group variant table +
Language tables

For each language:
1-Language table & 2- variant tables
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Language Requirements %

= Language Table

— A simple code point set table that includes ONLY needed letters,
digits or any other code points used in the language

= Variant tables
— Exact Variant Table (EVT)

* A comprehensive variant table that includes all codepoints (from the
whole script) that are confusingly similar (exact match/mirror image)

— Typo Variant Table (TVT)

* A comprehensive variant table that includes all codepoints (from the
whole script) that may confuse end users (e.g. typo/style match)

— Note: A variant table will consist of a list of records, each record
contains the following information:

* Basic character codepoint,
* List of other variant codepoints (from the rest of the script ),

 Each with position of similarity [Initial, Medial, Final, Isolated]

Sa



Language Requirements” 3 ““‘—_;

E les of variant o
xampies or variants A
it i< L
= Example Exact Variant = Example for Typo Variant
match | match |
Representative | Possible shapes in context Representative | Possible shapes in context
shape in code [Standalone, End, Middle, shape in code [Standalone, End, Middle,
chart Beginning] chart Beginning]

-

0641

FEH

<7

-

0641

FEH

’1- + *
\/(87 S |9

O

06A7

WAF WITH DOT
ABOVE

N

O

06A7

WAF WITH DOT
ABOVE
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Language Requirements ¥
[ [ P . ﬂ, . -:3(:
How to build a variant table? g
LSO TR -

= Steps : (done for each basic character)

1.
2.

List all possible shapes for the basic character

Search for all its variants from the rest of the Arabic
script

Then compare the basic character with its variants in all
possible positions.

Generate the “similarity position” bits (see next
example)

* Do itin 2 rounds:
— 1stround for building Exact variant table (EVT)
— 2 round for building Type variant table (TVT)

Sa



Language Requirements
Example: Position of similarity

Codepoint from a language table

4

Represeg:ntative
shape ih code

Possible shapes in context -
[Standalone, End, Middle,

ch_art Beginning]
1
‘dl “ALLTA TN
\\ 7 | (Lﬂ7 [ I (-
<=2 1371 37 13797
0641
FEH
/, .5\\
l
\ d ) v v v |V
\ A LTALL TN TN
AN 5 |
06A7
QAFWIEI’HDDT
ABOVE

- Compare

VaFiant Codepoint from the script

- -.,.“‘.'
-,

¥ :I. - :

s x
iy i
:.3 Calculate similarity position
Q
[}3 S|IE{M|B =142 =3
~—N[{0(0|T1 |1
o .
g L
:g [
= || 0641 06AT
“o || Calculate similarity position
oF
I BLEIMIB - geq = 12
~|1{1{0 |0
ﬁ -
g :
=) —
o
& || 0641 06A7
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55
a6
a7
58
53
&0
51
62
&3
54

# 1.1 Letters

veze; VT LT RT IT AL

w Uodl; O

oezil_ f o AT e

0624;
062E;
0620,
062D;
OEZE;
OEZF;
0630;
0631;
0632;
0633;
0634;
0635;
0636;
0637;
0638;
0639;

U B A

0622;
0623;
0624;
nezs; |
neze; |

0647 (3)

0eAD (3]

0646;
0647;

OeB&A(3)

O6BE(Z), 06CL1(8),

OeD5 (12)

0649;
0644;

Oeco(12)
OeCC (3]

29
30
31
32
33
34
335
36
37
38
39
410
41
42
43
44
45
46
47
43
43
a0
al
52
53
54
55
=
a7
58
53
a0
a1
[
(3]
[
G5

0622;
0623;
n6z4;
D625;
D6z6;
0627;
0628;
0629; 063 (4)

Y e S v iy = il

S 0641; 06A7 (12)

062D;
1
- Lua L

0671(12)
0672 (127

0673 (12)
06D3 (12)

06ZE;
06ZF;
0630;
0631;
0632;
0633;
0634;
0635;
0636;
0637;
0639;
0639;

Hedbim o =l -
0641; 0647 (12) |
oeaz: - =
0643;
0644;
0645;
0646;
0647;
0648;
0643;
D64A;

06A9(12), 0O64A(15)

DEBE (133,

Oaclia)

DeCD (12},
0e7E({13),

OeDzZ {12}
OeD0{15)

# 1.Z Digits

j o
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Registry Requirements TR

= Language Tables (one for each supported language)

— Users can only register domains using code-points from only one
language table

* Group Variant Table (GVT):

— To be generated from the variant tables.

* It combines all variant tables into one table that group codepoints
which are similar in a given position.

* Each group will be assigned a rou_F—key (master key) that
uniquely identify the group and will be'used to map all string
variants to a unique string.

Sa
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Registry Requirements P,

Example: Group variant table O 1

[]ﬁSHMvatCﬂ
97 @25A; D639(1:E) N
98 @25B; 0639(2:E)
95 @250; D629(4:E)
100 ©25D; D639(8:E)
101 G26A; D63A(1:E)
102 G26B; D63A(Z:E)
102 @26C; D63A(4:E)
104 G26D; DE3A(B:E)

15| ®27a; wémy(Tie), oesl(iim 1
106 ©27B; 06A7(Z:E), DE&l(Z:E)I
4
8

!
lD?I GFEZTC; DG&lE tE), 08A7(4:T) —J
lEIElI GEZTD; (:_E]I,_EIES.E(EE)I
109 (17 E) == ————————— I
110 (G e o o o o o o = — I
s G27R; 06AT(1:E), 0641(T:E) 'y [ 0641; 06AT(3) |
s G27B; O0GA7(2:E), 0641(2:E): T '
us a0 G27C; 0641(4:E), O6AT(4:T) |\ _ Ll _________ |
H7 w0 00 GOTD; 0641 (8:E), O06AT(8:T) |\ [ _ .
119 ca0c; 06afTL B} W e wm mm mm e e mm e e e fo——— : 0641-' 06&7 (12) :
10 @30Dp; Oed4d(8:EY ] e e o o o omm e mm omm mm omm mmm——
121 &31la; 0645(1:E)

122 &31B; 0645
123 &31c; 0645
124 &31D; 0645
125 @3Za; 0e6Ba
126 @3EZB; 06BA
127 @32c; Deda
128 @3E2D; Ded4a(8:E)

Z:E)
4:E)
g:E)
1:E), D6d46(1:E)
Z:E), DBd46(Z2:E)
4:E)
g

-
. [ *sa



Example: Combing the languages Work e

Loy

iy )MMK_

R R

GlA: », »,5
G2B: », »,5

Registry Reqwrements
< ‘l (3) ==&
g : (2; _ (15) i =i
i (9) »
La_r;_gglage EVT TVT
m :‘ (15) G =
2| a ((g))f” (12) s =
o (7)3
La-rli_gglage EVT TVT

i G22B: 5,
) G23C: 5,
d G24D: 5,0
[+]
S
List of all
Language
Tables

(table per lang)
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Registry Requirements
Registry-Registrant interface

kY
L~ l#

= Lookup process (whois)
— Check domain syntax
* Check if the domain within any supported language

— Check if the same domain is available or not
* Check if the request domain exists
e If it is found return the unavailable/whois-information; otherwise continue

— Check if the domain is variant for a registered domain name (master-key)
* Get the master- key for the string (based on GVT)
* Check if the master- key was registered before or not

o If stﬁr— key is found return unavailable/whois-information; otherwise return domain is
available

= Registration process:
— Registrant should select one of these languages and type a domain (U-Label)
— Registry should accept inputs based on the selected language table

— If domain name is register-able (available based on Lookup process )
* Register the domain name along with its original image
* List of allowable exact variants (to be activated if needed)

= Activation process (enable exact variants)

— Original registrant can activate exact variants from his registered domain

* List possible Exact variants that can be typed using one of the su ]liprted
languages without intermingling betweén languages tables and taking care of
position similarity (suggestion)

* Activate one/many of the previous variants (if not activated before)

Sa



Registry Requirements =~ fi

1 Look hoi o oL I >
. Lookup process (whois). .. o
T Y - —
User Whois
form
; Domain
Domain(IDN
:> @ (IDN) . within Y
Any supported
N Lang?
A A
Error in Domain N
Domain not available and/or Whois info. N Domain Y
Is available?
\4
Get its
master-key
Domain is not available its Reserved (not activated) / whois info. Y Master-key
registered
before?
Domain is available

Sa



Registry Requirements =

2. Registration process

User

=

Registration is done

Registration
form

®

Domain(IDN)

m 4

Domain is not available

Error in Domain

List possible variant

Domain
is available

Lookup process
?

-_—rr
y N

T U

| ><

Register

4

from GVT
(Optional)

the domain

Sa



Registry Requiremem ‘

3. Activation process

Tl
User Activation
form
@ Domain(IDN) + UID
Aﬂ \
A
Domain
Error not available N is available Y

Lookup process
?

Activation is done

Master-key
belongs to the
user?

Error not Authorized

Register & Activate |
the domain )

Sa



Steps to support a new Ianguagé-~.- ¥
* Need process owners !!!!

* Language community should prepare

— Language Table
— Exact Variant Table (EVT)
— Typo Variant Table (T'VT)

= Support the new language:
— Add it to the list of supported languages
— Add their Language table
— Regenerate GVT

* Communicate it with others (ICANN, Registries

)
1sa



Conclusion S
» We tried to have a prototype that fulfill the
concepts of script based registry that is:

— Optimized, Simple, Transparent, Automated

= Next steps:

— Prepare the Language tables & variant tables for all
members.

— We need more help to put the proposal in an RFC or best-
practice document and communicate it with others

Sa
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xn--mgbti28b xn--mgbti4d
input[0] = U+0634 input[0] = U+0634
input[1] = U+06a9 input[1] = U+0643
input[2] = U+0631 input[2] = U+0631
input[3] = U+0627 input[3] = U+0627
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